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1. Why this policy 

The Information Security Policy defines the principles and commitments of the TIM Group to 

protect corporate information and ensure its correct and responsible use. 

Information represents a strategic asset for the TIM Group and is essential for the functioning 

of business processes and for the provision of services. Its protection is therefore 

fundamental to ensure operational continuity, reliability and the safeguarding of 

stakeholders. 

This Policy establishes an organisational and regulatory reference framework that identifies 

roles, responsibilities and rules for the secure management of information, with the aim of 

ensuring its confidentiality, integrity and availability, reducing risks related to security, 

regulatory compliance and service continuity. 

2. The objectives we have set ourselves 

The information covered by this Policy includes any aggregation of data that has value and 

relevance for the TIM Group, regardless of its form and the methods by which it is processed. 

The Information Security Policy aims to ensure that such information is protected in a 

manner consistent with its value for the business, taking into account security risks, 

applicable regulations and stakeholder expectations, ensuring its confidentiality, integrity 

and availability. 

These objectives are pursued through a structured set of organisational processes and 

defined responsibilities. 

To this end, the TIM Group undertakes to: 

▪ define rules, priorities, processes, roles and responsibilities for information security; 

▪ ensure the security of services and the expected levels of operational continuity; 

▪ protect information according to its value and the potential impact of security 

incidents; 

▪ safeguard strategic information, personal data and the corporate image; 

▪ operate in compliance with laws, contracts and internal Group procedures; 
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▪ promote staff training and awareness; 

▪ monitor, manage and analyse security incidents, collaborating with Authorities and 

Institutions for continuous improvement. 

3. Who it is aimed at and where it applies 

This Policy applies to TIM S.p.A. and to the companies of the TIM Group operating within the 

Domestic scope and governs the protection of information of corporate value and of the 

assets used for their processing, throughout the entire information lifecycle, regardless of 

operating methods, technologies used or reliance on third parties. 

4. Who is responsible for implementation 

Implementation of the Policy is supported by a governance model that ensures coordinated 

and consistent management of information security within the TIM Group, with a clear 

allocation of roles and responsibilities. 

The Chief Security Office function plays a steering and governance role for the Group’s 

information security system, ensuring overall coordination, alignment with applicable 

regulations and standards, and consistency of security initiatives. 

The companies of the TIM Group are responsible for the operational implementation of the 

Policy within their activities, ensuring the application of information security measures, risk 

management and the protection of information processed within their processes, systems 

and assets. 

5. The regulatory framework we refer to 

The Policy is aligned with international standards and reference regulations in the field of 

information security, including: 

▪ ISO/IEC 27000:2018 – Information technology – Security techniques – Information 

security management systems – Overview and vocabulary; 
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▪ ISO/IEC 27001:2022 – Information security, cybersecurity and privacy protection – 

Information security management systems – Requirements; 

▪ ISO/IEC 27002:2022 – Information security, cybersecurity and privacy protection – 

Information security controls; 

▪ ISO/IEC 27035-1:2023 – Information technology – Information security incident 

management –Part 1: Principles and process; Part 2: Guidelines to plan and prepare 

for incident response; 

▪ Part 3: Guidelines for ICT incident response operations. 

6. The main contents of the Policy 

The Information Security Policy defines the reference framework through which the TIM 

Group protects its information assets, ensuring the confidentiality, integrity and availability 

of information, the continuity of business processes and compliance with regulatory and 

contractual obligations. 

A central element of the Policy is the Information Security Management System (ISMS), 

which establishes in a structured manner how information security is organised, 

implemented and monitored over time within the Group, according to a risk-based approach 

and continuous improvement. 

The ISMS oversees the processes and activities necessary to ensure the security of 

information assets, defining: 

▪ roles and responsibilities within the TIM Group, in order to establish intervention 

priorities and ensure adequate allocation of the resources necessary for effective 

implementation of security policies; 

▪ security requirements based on risk analysis, raising awareness of exposure to threats 

affecting information assets and the potential impacts of security incidents on the 

business; 

▪ security measures to be adopted in compliance with international sector standards 

and mandatory regulations; 
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▪ effective implementation of the identified measures and control of their 

maintenance over time. 

From an organisational perspective, the ISMS structures security management across three 

coordinated levels: 

▪ a steering level, overseen by the Chief Security Office function, which defines security 

objectives, requirements and rules in line with regulations, reference standards and 

business needs; 

▪ an operational level, assigned to the competent functions of the Group companies, 

responsible for the concrete implementation of security measures on processes, 

systems, assets and throughout the entire information lifecycle; 

▪ a control level, carried out by the competent structures, which verifies the effective 

application of rules, compliance with Policy requirements and contributes to 

continuous system improvement. 

From an operational perspective, the ISMS analyses and classifies all information and 

technological assets according to their value and potential business impacts and subjects 

them to a structured risk management process. Based on the assigned classification, 

proportionate levels of protection are defined and applied, accompanying information and 

assets throughout their entire lifecycle, from creation or acquisition to disposal. For each 

asset, a responsible person is identified to ensure compliance with security rules. 

The model also governs the main operational activities necessary to ensure information 

security, including: 

▪ access management according to the principles of necessity and least privilege; 

▪ activity logging on assets to ensure control and auditability; 

▪ protection of communications, systems and infrastructures; 

▪ management of changes, updates, development and testing environments and 

backups; 

▪ prevention and management of security incidents, including data breaches, as well 

as the activation of business continuity measures to ensure service continuity. 
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Particular attention is given to relationships with suppliers and partners: the ISMS requires 

the adoption of security levels consistent with internal ones, through specific contractual 

requirements, monitoring tools and verification mechanisms, including audit rights. Assets, 

including those provided by third parties, must be designed, developed and maintained in 

compliance with the security standards and best practices adopted by the TIM Group; secure 

software development processes are envisaged, along with source code protection and the 

execution of security testing prior to release into the production environment. 

To support effective implementation of the model, the ISMS also promotes continuous 

awareness and training for people who, in various capacities, handle corporate information 

and assets, in order to strengthen risk awareness and ensure behaviour consistent with the 

defined security rules. 

Through this set of rules and safeguards, information security is managed as a continuous 

and coordinated process aimed at reducing risks, limiting negative impacts and supporting 

the operational continuity and reliability of the Group’s services. 

7. How sustainability is integrated into the Policy 

The TIM Group’s Information Security Policy addresses in a structured manner the risks and 

negative impacts connected to information management and the resilience of ICT systems, 

which may affect the Group’s ability to operate in a continuous, reliable and responsible 

manner over time. 

In terms of external impacts, events such as data breaches, system unavailability or 

compromise of information integrity may generate negative effects on relevant 

stakeholders, particularly customers and employees, impacting information protection, 

service quality and continuity, and trust in the Group. 

In terms of risks for the Group, the same events may result in economic, operational and 

reputational consequences, such as service interruptions, recovery costs, sanctions or 

litigation, with possible effects on business stability in the medium to long term. 
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The Policy addresses this framework by defining rules, responsibilities and security measures 

aimed at reducing the likelihood of such events and limiting their effects. In particular, 

safeguarding the confidentiality, integrity and availability of information and strengthening 

the resilience of information systems help prevent negative impacts on stakeholders and 

mitigate risks for the Group. 

The Policy also supports the reduction of risks related to the use of information and 

information tools by employees, through training and awareness initiatives aimed at 

preventing operational errors, non-compliant use of security tools and gaps in awareness. 

 

8. Key Words 

▪ Asset: corporate resource that has value for the TIM Group and must be protected, 

including information, systems, technologies and infrastructures used in business 

processes. 

▪ Business Continuity: set of measures and processes aimed at ensuring operational 

continuity of services and critical processes in the event of incidents or adverse events. 

▪ Data breach: security breach leading to the destruction, loss, alteration, unauthorised 

disclosure of, or access to, personal data processed. 

▪ Principle of least privilege: security principle according to which users are granted only 

the access rights strictly necessary to perform authorised activities. 


